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(54) SYSTEM AND METHOD FOR PREVENTING ILLEGAL ACCESS OF COMPUTER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent illegal access to the inner part 
of a personal computer in the power supply stage of the personal 
computer. 

SOLUTION: A Run-Time-Routine part 1 has a means which is started 
by as instruction after a user turns on the power of a personal 
computer, displays a password input screen on an input/output device 5 
before an operating system(OS) is started through a password 
recognition processing part 2, urges the input of a password, compares 
the inputted password with a password which is previously set by a 
password change processing part 4, displays a warning message on the 
input/output device 5 when the password is illegal, urges the input of 
the password again when the number of display times on the warning 
message is up to two times, turns off the power of the computer when 
the number of display times is three times and starts OS when the 
inputted password is correct. 
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#tfffl§EAUJ;rjSIBfr 5><X7- F£A*J Lfc«rt, K 
A71$nfc/^X7- FS\ m(fB^X7- K*M«yi»T 

^46^*nfc^x7- Kfcj±«-r*¥Sk, mib^x 

7- FA^IE^tl^tc, SSI53>tfa-*O*jg*0F 

mntcm ^t, ^ffl#CH5is^x7- K«H®iw*i! 

«KE"ftfffl«nfc/<X7-Fa3g«Bl«tt» SijIBA 
tU77Sfi±tc^ ^X7-K*MSf-rs*^*li:-rs 

BUBfiAits^sa^e»> /U7- K*M«f-r**»s^*a 

K*flnHW<K:»*ii*, BufBRun-Time-Ro 
u t i n emct^U—TJ y i/ Xt h^UgMt % & 
9 lc!S^LT> MfBR un — Time — Routine 
SMCctS^U-r-r y^ % >X-rAcOSaSl%ftt)-lJ:§¥ 



(5) 

7 

HuffiS e t -U p-Me n uSW, 

[0 0 l 0] 

[o o i i ] csn <D%m<DBm) m \ a, *fs$<z>s 

l <D^S|(D^tC^§3ytfa-^cD^IE7^-b7,K± 10 

[0 0 l 2] *Hfig©Jgffitil^nytra-^(D^IE7 
7-feX|$it>'X-rA«:, BIOSORun-Time- 
Rou t i negfll fc, Ffit8S#«2 B 

IOStDSe t-Up-Menug|?3i:, /*X7-F^ 

COO l 3] /^7-K5tBJaaffi2t4, ffflflcio 

Run-Time-Rout inegfllfr 20 
S<DS**S^T, «fl!#fc/<*7- KOX**fT*J* 

5©*-#-KT»A*J<Sttfc/**7-K*, Se t-U 
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■fSffiK, ^X7-FA73iIiB£Ata7jSK5C>7 ; Vx 
yu-faHKS^Lit), $ffl*fc^X7-F©Aft£ 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]An illegal access prevention system of a computer which is provided with a display device and an 
input/output device containing a keyboard, and operates under control of an operating system characterized by 
comprising the following. 

Said operating system is a Run-Time-Routine part of BIOS (Basic I/O System). 

A Set-Up-Menu part of BIOS. 

A password confirmation treating part. 

Have a password change treating part and said password change treating part, Have a means for it to be 
controlled by said Set-Up-Menu part, and to set up a password beforehand, and said Run-Time-Routine part, A 
user starts with the directions after turning ON a power supply of a personal computer, and via a password 
confirmation treating part, By means to display a password input screen on said input/output device, and to 
demand password input from a user before starting said operating system, and the display of said password input 
screen. A means in comparison with a password beforehand set up by said password change treating part in a 
this entered password when a user entered a password from said input/output device, When said password is 
inaccurate, a warning message is displayed on said input/output device, A means which will perform again a 
means urged to said password input if there is less display frequency of said warning message than prescribed 
frequency, and turns OFF a power supply of said computer when display frequency of said warning message is 
more than said prescribed frequency, A means by which there is nothing as if and said entered password starts 
said operating system to a right case. 

[Claim 2]An illegal access prevention system of a computer which is provided with a display device and an 
input/output device containing a keyboard, and operates under control of an operating system characterized by 
comprising the following. 

Said operating system is a Run-Time-Routine part of BIOS (Basic I/O System). 

A Set-Up-Menu part of BIOS. 

A password confirmation treating part. 

Have a password change treating part and said password change treating part, Have a means for it to be 
controlled by said Set-Up-Menu part, and to set up a password beforehand, and said Set-Up-Menu part, A user 
starts with the directions after turning ON a power supply of a personal computer, and via a password 
confirmation treating part, By means to display a password input screen on said input/output device, and to 
demand password input from a user before starting said operating system, and the display of said password input 
screen. A means in comparison with a password beforehand set up by said password change treating part in a 
this entered password when a user entered a password from said input/output device, A means which turns OFF 
a power supply of said computer when said password is inaccurate, When there is nothing as if and collation of 
said password is able to be taken, it has a means to which a user is made to call said password change treating 
part with the directions from said input/output device, A means by which said called password change treating 
part displays a message which makes it a purport whether to update a password or not on said input/output 
device, and a means, to which a user does the selection input of whether a password is updated or not from said 
input/output device after this display, As a result of verifying the contents of this selection input, when an input 
of a purport that a password is updated is made, Write a password succeedingly entered from said input/output 
device in a management domain, and it sets up start an operating system in said Run-Time-Routine part, A 
means to start an operating system by said Run-Time-Routine part, A means by which said Set-Up-Menu part 
starts an operating system when an input of a purport that a password is updated is not made, as a result of 
there being nothing as if and verifying the contents of said selection input. 
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[Claim 3]An unauthorized access prevention method characterized by comprising the following for a computer ; 
which is provided with a display device and an input/output device containing a keyboard, and operates under 
control of an operating system. 

A step which is controlled by said Set-Up-Menu part, and sets up a password beforehand. 

A step which displays a password input screen on said input/output device, and demands password input from a 
user via a password confirmation treating part before starting said operating system. 

A step in comparison with a password beforehand set up by said password change treating part in a this entered 
password when a user entered a password from said input/output device by the display of said password input 
screen. 

When said password is inaccurate, a warning message is displayed on said input/output device, If there is less 
display frequency of said warning message than prescribed frequency, a step urged to said password input will be 
performed again, A step which turns OFF a power supply of said computer when display frequency of said 
warning message is more than said prescribed frequency, and a step to which there is nothing as if and said 
entered password starts said operating system to a right case. 

[Claim 4]An unauthorized access prevention method of a computer which is provided with a display device and 
an input/output device containing a keyboard, and operates under control of an operating system characterized 
by comprising the following. 

A step which is controlled by said Set-Up-Menu part, and sets up a password beforehand. 

A step which displays a password input screen on said input/output device, and demands password input from a 
user via a password confirmation treating part before starting said operating system. 

A step in comparison with a password beforehand set up by said password change treating part in a this entered 
password when a user entered a password from said input/output device by the display of said password input 
screen. 

A step which turns OFF a power supply of said computer when said password is inaccurate, A step to which a 
user is made to call said password change treating part with the directions from said input/output device when 
there is nothing as if and collation of said password is able to be taken, A step which displays a message which 
makes it a purport whether to update a password or not on said input/output device, A step to which a user 
does the selection input of whether a password is updated or not from said input/output device after this 
display, As a result of verifying the contents of this selection input, when an input of a purport that a password 
is updated is made, Write a password succeedingly entered from said input/output device in a management 
domain, and it sets up start an operating system in said Run-Time-Routine part, A step which starts an 
operating system by said Run-Time-Routine part, A step to which said Set-Up-Menu part starts an operating 
system when an input of a purport that a password is updated is not made, as a result of there being nothing as 
if and verifying the contents of said selection input. 

[Claim 5]A recording medium characterized by comprising the following which recorded a program for making a 
computer perform an unauthorized access prevention method of a computer which is provided with a display 
device and an input/output device containing a keyboard, and operates under control of an operating system and 
in which computer reading is possible. 

A step which said unauthorized access prevention method is controlled by said Set-Up-Menu part, and sets up 
a password beforehand. 

A step which displays a password input screen on said input/output device, and demands password input from a 
user via a password confirmation treating part before starting said operating system. 

A step in comparison with a password beforehand set up by said password change treating part in a this entered 
password when a user entered a password from said input/output device by the display of said password input 
screen. 

When said password is inaccurate, a warning message is displayed on said input/output device, If there is less 
display frequency of said warning message than prescribed frequency, a step urged to said password input will be 
performed again, A step which turns OFF a power supply of said computer when display frequency of said 
warning message is more than said prescribed frequency, and a step to which there is nothing as if and said 
entered password starts said operating system to a right case. 

[Claim 6]A recording medium characterized by comprising the following which recorded a program for making a 
computer perform an unauthorized access prevention method of a computer which is provided with a display 
device and an input/output device containing a keyboard, and operates under control of an operating system and 
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in which computer reading is possible. 

A step which said unauthorized access prevention method is controlled by said Set-Up-Menu part, and sets up 
a password beforehand. 

A step which displays a password input screen on said input/output device, and demands password input from a 
user via a password confirmation treating part before starting said operating system. 

A step in comparison with a password beforehand set up by said password change treating part in a this entered 
password when a user entered a password from said input/output device by the display of said password input 
screen. 

A step which turns OFF a power supply of said computer when said password is inaccurate, A step to which a 
user is made to call said password change treating part with the directions from said input/output device when 
there is nothing as if and collation of said password is able to be taken, A step which displays a message which 
makes it a purport whether to update a password or not on said input/output device, A step to which a user 
does the selection input of whether a password is updated or not from said input/output device after this 
display, As a result of verifying the contents of this selection input, when an input of a purport that a password 
is updated is made, Write a password succeedingly entered from said input/output device in a management 
domain, and it sets up start an operating system in said Run-Time-Routine part, A step which starts an 
operating system by said Run-Time-Routine part, A step to which said Set-Up-Menu part starts an operating 
system when an input of a purport that a password is updated is not made, as a result of there being nothing as 
if and verifying the contents of said selection input. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]Especially this invention relates to the illegal access prevention system and method of 
the personal computer which carries BIOS (Basic I/O System) about the illegal access prevention system of a 
computer. 
[0002] 

[Description of the Prior Art]Conventionally, there are measures, such as Microsoft Windows logon, in the 
security countermeasures in the computer which carries OS (Windows 95, 98) of Microsoft Corp. as what is 
carried out at the time of login to the Microsoft network. 

[0003]When retroactivity investigation of the conventional technology relevant to the field of this invention is 
conducted from the past patent application, first to JP,60-223246,A. For the purpose of preventing the 
unauthorized use of the terminal unit connected to the center apparatus, the terminal number and password 
corresponding to a terminal unit are recorded on the center apparatus side, and the art which checks a terminal 
number and compares the password sent from the terminal unit side by the center apparatus side is indicated. 
[0004]A power supply as application about the method which is not turned OFF also by verification of the 
password by starting of BIOS (Basic I/O System) after powering on, There is art indicated to JP.6-103235.A, 
JP.8-147062.A, and JP.10-187618.A. 
[0005] 

[Problem(s) to be Solved by the Invention]However, when an inaccurate user starts a personal computer 
(personal computer) with a floppy disk in a Prior art, Although the application software on a personal computer 
cannot be started, since it is still possible, the copy and deletion of a file cannot be said to be that measures 
sufficient in the above-mentioned security countermeasures are taken. 

[0006]Although security was considered by the whole system until now, it is thought by the fast improvement in 
the performance of a personal computer of late that the security countermeasures in each personal computer 
unit surface as an important problem from now on. 

[0007]This invention is made in view of the problem in the illegal access prevention system of the above 
conventional computers, and is a thing. 

The purpose is a powering-on stage of ** and is providing the illegal access prevention system and method of 
the computer which can prevent unjust access inside a personal computer. 

[0008] 

[Means for Solving the Problem]An illegal access prevention system of a computer by this invention is provided 
with the following. 

It is an illegal access prevention system of a computer which is provided with a display device and an 
input/output device containing a keyboard, and operates under control of an operating system, Said operating 
system is a Run-Time-Routine part of BIOS (Basic I/O System). 
A Set-Up-Menu part of BIOS. 

Have a password confirmation treating part and a password change treating part, and said password change 
treating part, Have a means for it to be controlled by said Set-Up-Menu part, and to set up a password 
beforehand, and said Run-Time-Routine part, A user starts with the directions after turning ON a power supply 
of a personal computer, and via a password confirmation treating part, By means to display a password input 
screen on said input/output device, and to demand password input from a user before starting said operating 
system, and the display of said password input screen. A means in comparison with a password beforehand set 
up by said password change treating part in a this entered password when a user entered a password from said 
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input/output device, When said password is inaccurate, a warning message is displayed on said input/output 
device, A means which will perform again a means urged to said password input if there is less display frequency 
of said warning message than prescribed frequency, and turns OFF a power supply of said computer when 
display frequency of said warning message is more than said prescribed frequency, A means by which there is 
nothing as if and said entered password starts said operating system to a right case. 

[0009]An illegal access prevention system of a computer by this invention is provided with the following. 
It is an illegal access prevention system of a computer which is provided with a display device and an 
input/output device containing a keyboard, and operates under control of an operating system, Said operating 
system is a Run-Time-Routine part of BIOS (Basic I/O System). 
A Set-Up-Menu part of BIOS. 

Have a password confirmation treating part and a password change treating part, and said password change 
treating part, Have a means for it to be controlled by said Set-Up-Menu part, and to set up a password 
beforehand, and said Set-Up-Menu part, A user starts with the directions after turning ON a power supply of a 
personal computer, and via a password confirmation treating part, By means to display a password input screen 
on said input/output device, and to demand password input from a user before starting said operating system, 
and the display of said password input screen. A means in comparison with a password beforehand set up by 
said password change treating part in a this entered password when a user entered a password from said 
input/output device, A means which turns OFF a power supply of said computer when said password is 
inaccurate, When there is nothing as if and collation of said password is able to be taken, it has a means to 
which a user is made to call said password change treating part with the directions from said input/output 
device, To a user said called password change treating part after this display with a means to display a message 
which makes it a purport whether to update a password or not on said input/output device from said 
input/output device. As a result of verifying a means to which the selection input of whether a password is 
updated or not is carried out, and the contents of this selection input, when an input of a purport that a 
password is updated is made, Write a password succeedingly entered from said input/output device in a 
management domain, and it sets up start an operating system in said Run-Time-Routine part, A means to start 
an operating system by said Run-Time-Routine part, A means by which said Set-Up-Menu part starts an 
operating system when an input of a purport that a password is updated is not made, as a result of there being 
nothing as if and verifying the contents of said selection input. 

[0010] 

[Embodiment of the Invention]Hereafter, an embodiment of the invention is described with reference to drawings. 

[0011](A 1st embodiment) Drawing 1 is a block diagram showing the entire configuration of the illegal access 
prevention system of the computer concerning a 1st embodiment of this invention. 

[0012]The illegal access prevention system of the computer concerning this embodiment is provided with the 
following. 

The Run-Time-Routine part 1 of BIOS. 
Password confirmation treating part 2. 
The Set-Up-Menu part 3 of BIOS. 

The password change treating part 4, and a display device, the input/output device 5 which consists of 
keyboards. 

[0013]The password confirmation treating part 2 makes a password enter into a user in response to the demand 
from the Run-Time-Routine part 1 by him, when the power supply of a personal computer (personal computer) is 
turned ON by the user. As compared with the password succeedingly registered in the password entered by the 
keyboard of the input/output device 5 by the password change treating part 4 under Set-Up-Menu part 3 
jurisdiction, if the password confirmation treating part 2 is a right password, it will start an operating system. A 
power supply is turned OFF after displaying the message of the purport that it is an inaccurate password on the 
display device of the input/output device 5, when the password entered [ above-mentioned ] was inaccurate, 
reinput is urged 3 times and an inaccurate password is still entered. 

[0014] Drawin g 2 is a flow chart which shows operation of the illegal access prevention system of the computer 
concerning a 1st embodiment of this invention. 

[0015]Hereafter, referring to drawin g 1, the flow chart shown in drawin g 2 is used, and operation of the security 
system concerning this embodiment is explained. 
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[0016]First, in Step A, a user directs to start the Run-Time-Routine part 1, after turning ON the power supply of 
a personal computer. 

[0017]The Run-Time-Routine part 1 starts with the directions from the above-mentioned user. 
[0018]In Step B, with the directions from the Run-Time-Routine part 1 started [ above-mentioned ], before the 
password confirmation treating part 2 starts an operating system, it makes a password input screen display on 
the display device of the input/output device 5, and demands the input of a password from a user. Here, a user 
enters a password from the keyboard of the input/output device 5. 

[0019]By the above-mentioned input request, if a user enters a password from the keyboard of the input/output 
device 5, at Step C the password confirmation treating part 2, When the above-mentioned password is 
inaccurate as compared with the password beforehand set up by the password change treating part 4, the 
password entered [ above-mentioned ], After the password confirmation treating part 2 displays a warning 
message on the display device of the input/output device 5 at Step D, The counter of the display frequency of a 
warning message is counted up, at Step F, if the display frequency of a warning message is to 2 times, it returns 
to Step B, and the input of a password is urged again. When the password which there is not as if and was 
entered [ above-mentioned ] is the 3rd inaccurate password entered from the keyboard of the input/output 
device 5, the password confirmation treating part 2 turns OFF the power supply of a personal computer. 
[0020]In a right case, in Step C, the password entered [ above-mentioned ] starts an operating system. 
[0021 ](A 2nd embodiment) The entire configuration of the illegal access prevention system of the computer 
concerning this example is the same as that of the illegal access prevention system of the computer concerning 
a 1st embodiment of this invention. However, the coordinated movements between the component differ from a 
1 st embodiment. 

[0022] Drawin g 3 is a flow chart which shows operation of the illegal access prevention system of the computer 
concerning a 2nd embodiment of this invention. 

[0023]Hereafter, referring to drawin g 1, the flow chart shown in drawin g 3 is used, and operation of the security 
system concerning this embodiment is explained. 

[0024]First, in Step A, a user directs to start the Set-Up-Menu part 3, after using the power supply ON of a 
personal computer. 

[0025]In Step B1, with the directions from the Set-Up-Menu part 3 started [ above-mentioned ], before the 
password confirmation treating part 2 starts an operating system, it makes a password input screen display on 
the display device of the input/output device 5, and demands the input of a password from a user. Here, a user 
enters a password from the keyboard of the input/output device 5. 

[0026]In Step C1, the password confirmation treating part 2 compares the password entered [ above- 
mentioned ] with the password beforehand set up by the password change treating part 4. 
[0027]When collation of the above-mentioned password cannot be taken, the password confirmation treating 
part 2 turns OFF the power supply of a personal computer at Step D1 (when the password input by a user goes 
wrong). 

[0028]When collation of the above-mentioned password is able to be taken, a user makes the password change 
treating part 4 call and perform by the keyboard of the input/output device 5 in Step E1 (when the password 
input by a user is successful). 

[0029]Since the message "makes whether to update a password or not" a purport is displayed on the display 
device of the input/output device 5 by this, a user does the selection input of whether a password is updated or 
not from the keyboard of the input/output device 5. A user inputs "Yes" from the keyboard of the input/output 
device 5, when updating a password, and when not updating a password, he inputs "No" from the keyboard of 
the input/output device 5. 

[0030]In step F1, the contents of the above-mentioned selection input are verified, and when the input of the 
purport that a password is updated is made, it moves to the following step G1 as it is. (When the input of the 
purport that a password is updated is not made, it moves to Step H1 which mentions a control flow later.) In 
Step G1, a user enters a password from the keyboard of the input/output device 5. The password entered 
[ above-mentioned ] is written in the area which the password change treating part 2 has managed. 
[0031 ]In Step H2, the password confirmation treating part 2 sets up start an operating system in the Run-Time- 
Routine part 1, and starts the operating system by the Run-Time-Routine part 1. 
[0032]In Step H1, the Set-Up-Menu part 3 starts an operating system. 

[0033]Programs for making the above-mentioned processing perform to a processing unit, such as a program 
shown with the flow chart of drawin g 2 and drawin g 3, may be stored and distributed among the recording 
medium which CD-ROM etc. can computer read. And the computer which contains a microcomputer, a personal 
computer, and a general purpose computer in a category at least is good also as what reads the above- 
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mentioned program from the above-mentioned recording medium, and is performed. 
[0034] 

[Effect of the Invention]According to this invention explained above, unjust access to the computer which was 
not able to be prevented in the conventional operating system, It becomes possible to prevent in the powering- 
on stage of a personal computer, and it becomes possible to lose the copy of a file and worries about deletion 
according the operating system provided with abundant applications to an unauthorized use person, and to use it 
in comfort. 



[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[ Drawin g 1]It is a block diagram showing the entire configuration of the illegal access prevention system of the 
computer concerning a 1st embodiment of this invention. 

[ Drawin g 2]lt is a flow chart which shows operation of the illegal access prevention system of the computer 
concerning a 1st embodiment of this invention. 

[ Drawin g 3]lt is a flow chart which shows operation of the illegal access prevention system of the computer 
concerning a 2nd embodiment of this invention. 
[Description of Notations] 

1 Run-Time-Routine part 

2 Password confirmation treating part 

3 Set-Up-Menu part 

4 Password change treating part 

5 Input/output device 



[Translation done.] 
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